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uX 00padoTKke B MHPOPMAIMOHHBIX CHCTEMAX NMEPCOHAJIbHBIX IAHHBIX €
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Mep 1o o0ecTeyeHnIo0 6e30MMacHOCTH EPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX C UCIIOJIb30BAHUEM CPEICTB
KpUnTorpaduuecko 3amuThl UHPOPMALUU, HEOOXOAUMBIX JIJISl BBIIOJHEHUSI YCTAHOBIEHHBIX
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3apeructpupoBan B Municre P® 18 aBrycra 2014 r.
Perncrpanmnonnsiii N 33620

B cooTtBercTBHM € yacThio 4 cTaThu 19 Oenepanbuoro 3akoHa ot 27 uroist 2006 r. N 152-03 "O
MEepCOHAIIbHBIX nanHpx"! NMPUKA3bIBAI0:

yTBEpAUTH Npuiaraemple CocTaB U COAEpkKaHUE OPraHU3ALMOHHBIX U TEXHUYECKUX MEp IO
o0ecreyeHnIo 6e30MacHOCTH NEPCOHATBHBIX JaHHBIX IIPU MX 00paboTKe B MH()OPMAIIMOHHBIX
cUCcTeMax NEePCOHANBHBIX JAHHBIX C UCIOIB30BAHUEM CPEICTB KPUNTOrPAaUIECKOM 3alUTHI
uH(popMaLnu, HeOOXOAUMBIX JIJIs1 BBIIOJIHEHUS YCTaHOBJIEHHBIX [IpaBurenscTBoM Poccuiickoit
Oenepanun TpeOOBaHUHN K 3aIIUTE MEPCOHATBHBIX JAHHBIX JJIS KaXKJIOTO U3 YPOBHEH
3aILUILIEHHOCTH.

JAupexTop A. bopTHHKOB

1Co6pahtue 3axonooamenvcmea Poccutickou @edepayuu, 2006, N 31 (u. 1), cm. 3451; 2009, N
48, cm. 5716, N 52 (u. 1), cm. 6439; 2010, N 27, cm. 3407; N 31, cm. 4173, cm. 4196, N 49, cm.
6409; N 52 (u. 1), cm. 6974, 2011, N 23, cm. 3263; N 31, cm. 4701; 2013, N 14, cm. 1651; N 30
(u. 1), cm. 4038.

[IpunoxxkeHue

CocraB u coiep:KaHHe OPraHU3AUMOHHBIX U TEXHUYECKHUX MeP M0 o0ecrnedeHuIo
0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPHU UX 00padoTKe B HH(POPMALMOHHBIX CHCTEMAaxX
NMePCOHATBbHBIX JIAHHBIX C HCIO0Jb30BAHUEM CPEACTB KPUNTOrpadpuuecKoii 3aluThl
uH$opManum, He00XOAMMBIX /IJIsl BHINIOJHEHNUs YCTaHOBJIeHHBbIX [IpaBuTebcTBOM
Poccuiickoii @enepaunu TpeGOBAHUI K 3aIIMTE MEPCOHATbHBIX JAHHBIX JJI51 KAMXKIA0T0 U3
YPOBHeEi 3allIUIIEHHOCTH

I. O01mme nmookeHus

1. Hacrosiuil TOKyMeHT onpesiessieT COCTaB U CoJIepyKaHUe OPraHU3aMOHHBIX U TEXHUUECKUX
Mep 10 00ecreueHnIo Oe30MaCHOCTH MEPCOHATBHBIX TaHHBIX MPU UX 00paboOTKE B
MH(POPMALIMOHHBIX CHCTEMAaxX MEePCOHAIBHBIX TaHHBIX (J1anee - HHQOpMaIMOHHAs CUCTEMA) C
HCIIOJIb30BaHUEM CPEICTB Kpunrorpaduyeckoil 3amutel nHpopmanuu (nanee - CK31),
HEOOXOMMBIX JUIs BBIMOJIHEHUS ycTaHOBIeHHBIX [IpaBurensctBom Poccuiickoit @enepanun
TpeOOBaHUH K 3alUTE EPCOHANBHBIX JaHHBIX JIJIS KQXK/I0TO U3 YPOBHEW 3alllUIIIEHHOCTH.

2. HacTosmuii JOKyMEHT NpeAHa3HaueH AJis onepaTopos, ucnoibdytoumx CK3U nis
oOecrieyeHns 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX
cucTeMax.

3. IIpuMeHeHre OpraHu3allMOHHBIX U TEXHUYECKUX MEp, ONpeAEICHHBIX B HACTOSIIEM
JIOKYMEHTE, 00€CIIeYnBaET ONEPaTOp C yUYETOM TpeOOBaHUN IKCIUTyaTalIMOHHBIX JOKYMEHTOB Ha
CK3MU, ucnonsizyemslie i odecriedeHnst 6€30MacCHOCTH MePCOHANBHBIX JAHHBIX MTPU UX
00paboTke B MH(GOPMALIMOHHBIX CHCTEMAX.

4. Dxcrmyatanus CK3UW noimkHa OCyIECTBISITECS B COOTBETCTBUU ¢ JokyMeHTanued Ha CK3U1U
U TpeOOBaHUSIMH, YCTAHOBICHHBIMH B HACTOSIIIEM JOKYMEHTE, a TAK)KE B COOTBETCTBUU C
WHBIMU HOPMAaTUBHBIMH MPABOBBIMU aKTaMH, PETYJIUPYIOIIMMHI OTHOIIIEHUS B COOTBETCTBYIOIIECH
obmacTu.



I1. CocTaB u conep:kaHue OPraHNU3AIUOHHBIX M TEXHHYECKUX MepP, He00X0AMMBbIX /1151
BbINOJIHEHH S YcTaHOBJIEHHBIX [IpaBuTrenbcTBoM Poccuiickoit @enepanun TpedoBaHui K
3alIiTe NEePCOHAIbHBIX JAHHBIX 1JIf 4 YPOBHS 3allIUIIIEHHOCTH

5. B cootBercTBHHM ¢ myHKTOM 13 TpeGoBanuii K 3amKUTe MEPCOHATBHBIX JAHHBIX IPU X
00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHBIX, YTBEPKAECHHBIX
nocranoBienueM [IpaButenscTBa Poccuiickoit @enepammu ot 1 HOs1Opst 2012 . N11 19* (manee -
TpeboBaHus K 3a1UTe NEPCOHATBHBIX JAHHBIX), AJIs o0ecriedeHus 4 ypoBHS 3alllMIIEHHOCTH
NEPCOHATBHBIX JAHHBIX NMPH UX 00paboTKe B MH(POPMALIMOHHBIX CHCTEMaX HE0OXO0IUMMO
BBINOJIHEHHE CIIEIYIOUIMX TPEOOBAHMIA:

a) OpraHu3anus pexumMa odecredeHns 6e30MacCHOCTH MOMELIEHNUH, B KOTOPBIX pa3MelleHa
UH(POPMALIMOHHAS CHCTEMa, IPEMSATCTBYIOMIETO BO3SMOXXHOCTH HEKOHTPOIUPYEMOTO
IPOHUKHOBEHUS UJIM MTPEObIBAHUS B 3TUX OMEIIECHUSX JIMLI, HE UMEIOIUX [IPaBa A0CTyIa B 3TH
IIOMELLEHUS;

6) obOecrieueHue COXpPaHHOCTH HOCUTENCH MNEPCOHAJIbHBIX JTaHHBIX

B) YTBEPXKJICHUE PYKOBOJIUTEIIEM OIlepaTopa JOKYMEHTA, ONPEACIISAIONICr0 IEPEUCHb JIUII,
JOCTYT KOTOPBIX K MEPCOHATBHBIM JAHHBIM, 00padaThiBaeMbIM B HH(POPMAIIMOHHOM CHCTEME,
HEOOXOIUM JIJISl BBIMIOJTHEHUS UMU CITY>KEOHBIX (TPYIOBBIX) 00513aHHOCTEH;

I') UCIOJIb30BAHUE CPEJICTB 3aILUTHI HHPOPMALIUH, IPOIIEIINX IPOLETypy OLIEHKH
COOTBETCTBUS TpeOOBaHMUAM 3aKOHOaTeIbcTBa Poccuiickoii @eneparun B 001acTi
oOecrieyeHus 6€30MaCHOCTH HH(POPMAIIUH, B ClIydae, KOTia IPUMEHEHHUE TaKUX CPEACTB
HEO0OXOAMMO JIJIsl HEUTpaIU3allui aKTyaJIbHBIX yIPO3.

6. Jlns BeIMOTHEHHs TpeOOBaHUs, YKa3aHHOTO B MOJAMYHKTE "a" MyHKTa 5 HACTOAIIETO
JOKYMEHTa, HEOOXOJMMO 00€CIIeYEHUE PEKUMA, IPENATCTBYIOLIETO BO3MOKHOCTH
HEKOHTPOJIMPYEMOI'0 IPOHUKHOBEHUSI WM MPEOBbIBAaHUS B IOMELICHUSX, I71€ Pa3MEIIECHbI
ucnonbszyembie CK3U, xpaunstcs CK3U u (unm) HocuTenu KiIo4eBoid, ayTeHTUGULUpyIoLei u
napossHOi nHGopmaruu CK3U (nanee - [Tomenienus), Tuil, He UMEIOLIMX MpaBa JOCTYIA B
[TomenieHus, KOTOPOE TOCTUTAETCS MyTEM:

a) ocHamenus [TomeneHnit BXOAHBIMU JBEPHMU C 3aMKaMH, 00€CTI€UeHHUs TIOCTOSTHHOTO
3aKkpbITh ABepen [loMelennilt Ha 3aMOK U UX OTKPBITHS TOJBKO I CAHKIIMOHUPOBAHHOIO
MPOX0/1a, a TaKXKe onevaTrsiBaHus [lomenennii mo okoHYaHUM pabodvero Hs Wik 000pyI0BaHKE
IToMemieHnit COOTBETCTBYIOLIMMU TEXHUYECKUMU YCTPOMCTBAMH, CUTHATU3UPYIOIIUMU O
HECAHKIIMOHUPOBAHHOM BCKpbITUHU [loMeneHuit;

0) yrBepxkaeHus mpaBui qoctymna B [lomemnenus B pabouee u Hepabouee Bpems, a TAKKE B
HEUITaTHBIX CUTYalIUSIX;

B) YTBEPKJIEHUS TIEPEYHs JIML, UMEIOIINX MpaBo aocTymna B [lomemenus.

7. Jlns BBIMOJTHEHUs TpeOOBaHUS, YKa3aHHOIO B MOJAMYHKTE "0" mMyHKTa 5 HacTOAIIEro
JIOKYMEHTa, HEOOXOAUMO:

a) OCYIIECTBIIATH XpPaHEHNE ChEMHBIX MAIIMHHBIX HOCUTENEH TIEPCOHANBHBIX TaHHBIX B ceiidax
(MeTayuMueckux mkadax), 000pyJOBaHHBIX BHYTPEHHHUMHU 3aMKaMU C ABYMs WK OoJiee
TyOJIMKaTaMH KITFOYel U MPUCTIOCOOICHUSIMH TSI OTI€YaThIBAHUS 3aMOYHBIX CKBaYKHH WIIH
KOJIOBBIMH 3aMKaMH. B citydae ecii Ha CbeMHOM MAaIlMHHOM HOCHUTENIE MePCOHATbHBIX JaHHBIX



XpaHATCS TOJIBKO MEPCOHATBLHBIE TaHHBIE B 3aIU(poBaHHOM ¢ ucnonb3zoBanueM CK3U Buze,
JIOTTyCKAaeTCsl XpaHeHHUE TaKUX HOCUTENEH BHE celi(hoB (MeTaumnueckux mkados);

0) OCYIIECTBIISATH MOIK3EMIUISIPHBIN yueT MAllIMHHBIX HOCUTENEH MepCOHANBHBIX JaHHBIX,
KOTOPBIN JOCTUTAETCs IyTEM BEIACHUS KypHaja yueTa HOCUTENIeH MepCOHAIbHBIX JAHHBIX C
UCIOJIb30BaHUEM PErHCTPAIIMOHHBIX (3aBOJICKMX) HOMEPOB.

8. Jlyis BBITTOTHEHUST TPeOOBaHUsI, YKa3aHHOTO B MOAIYHKTE "B" MyHKTa 5 HACTOSIIETO
JIOKYMEHTa, HEOOXOANMO:

a) pa3paboTarh U YTBEPIUTH JOKYMEHT, ONPEICIISIONINIA EPEYCHb JIUII, TOCTYI KOTOPHIX K
MIEPCOHAIBHBIM JIaHHBIM, 00pabaThIBaeMbIM B HH(OPMALIMOHHON CUCTEME, HEOOXOIIM IS
BBITIOJITHCHHS] MU CITYKEOHBIX (TPYIOBBIX) 0053aHHOCTEHH;

0) MoAJICP)KUBATh B aKTyaJIbHOM COCTOSIHUH JJOKYMEHT, OIPEICIISIONIME TepeUeHb JIUII, JOCTYIIT
KOTOPBIX K IEPCOHAIBHBIM JIaHHBIM, 00pabaTbiBaeMbIM B HH(OPMALIMOHHON CUCTEME,
HEOOXOIUM JIJISl BBITIOJTHEHUS UMU CITY>KEOHBIX (TPYIOBBIX) 00sI3aHHOCTEH.

9. lns BBIMOTHEHHs TPEOOBaHUS, YKa3aHHOTO B MOAMYHKTE "I MyHKTa 5 HACTOSAIIETO
JIOKYMEHTa, HE0OXO0AMMO JJIsl KaXKA0TI0 U3 YPOBHEH 3aIIMILEHHOCTH NEPCOHAIBHBIX JaHHBIX
npumeHenne CK3U cooTBeTcTBYIOIIErO Kiacca, MO3BOJIAIOLUIMX 00ecreunBaTh 0€301acHOCTh
NEPCOHAIBHBIX JaHHBIX NIPU pealu3aliy LieJeHaIPaBICHHbIX IEHCTBUMN C UCIIOIB30BAaHUEM
anmnapaTHbIX ¥ (WIK) IPOrPaMMHBIX CPEJCTB C 1IeJIbI0 HapyLIeHHUs 0€3011aCHOCTH 3alUIAEMbIX
CK3U nepcoHanbHbIX JaHHBIX WU CO3JaHUs YCIOBUM ISl 3TOTO (Jajee - ataka), KOTopoe
JOCTUTaeTcs MyTeM:

a) MOJYYCHHS NCXOIHBIX TAaHHBIX U151 (JOPMHUPOBAHNUS COBOKYITHOCTH TPEATIONIOKEHHUH O
BO3MOYHOCTSIX, KOTOPbIE MOTYT MCII0JIb30BaThCsI IIPHU CO3AaHUU CIIOCOOOB, MOATOTOBKE U
IIPOBE/ICHUM aTaK;

0) popMuUpOBaHUS U YTBEPKICHUS PYKOBOJAUTENIEM ONIEPaTOpa COBOKYITHOCTH MPEATIONI0KESHHU I
0 BO3MOXHOCTSIX, KOTOPbIE MOTYT HCIIOJIb30BaThCSI MPU CO3/IaHUU CIIOCOOO0B, MOATOTOBKE U
MIPOBE/ICHUH aTaK, ¥ ONpPEJIEIICHIE Ha 3TON OCHOBE U C YUE€TOM THUIIA aKTYaJIbHBIX YTPO3
Tpebyemoro knacca CK3U;

B) UCIIOJIb30BaHMS JUIsl 0OecredeHus: TpeOyeMoro ypoBHs 3allUIIEHHOCTH EPCOHAIBHBIX
JaHHBIX MpU UX 00paboTke B mHPopManmonHoii cucreMe CK3U knacca KC1 u Bbie.

10. CK3MU knacca KC1 npumeHstoTes A1 HEUTpanu3aluu aTak, Ipu CO3JJaHUU CIIOCO0O0B,
MOJAFOTOBKE U MPOBEAEHUH KOTOPHIX UCIOIB3YIOTCS BO3SMOKHOCTH U3 YUCIIA CIEAYIOIINX:

a) co3JjaHne CIocO0OB, MOATOTOBKA M MPOBEJCHNE aTaK 0e3 MPHUBJICUCHNUS CIICIIHATNCTOB B
oOmnactu pa3pabotku u ananuza CK3U;

0) co3ganue CrocoOOB, MOATOTOBKA U MIPOBECHIE aTaK Ha Pa3IMYHBIX dTanaxX KU3HEHHOTO
2.
mukia CK3U%;

B) IPOBE/ICHHUE ATAKU, HAXOJSICh BHE MPOCTPAHCTBA, B MPEJEIAX KOTOPOro OCYIECTBISAETCA
KOHTPOJIb 32 MpeObIBAHUEM U JACHCTBUAMH JIUII U (WJIM) TPAHCTIOPTHBIX CPEACTB (J1aee
KOHTpoOJIUpyemasi 30Ha)>;



I') IpOBE/ICHUE Ha 3Tanax pa3paboTKu (MOJIEPHU3AIINH ), TPOU3BOJCTBA, XPAaHEHUS,
tpancnoptupoBkr CK3U u stane BBoaa B akcrmyaranuio CK3U (myckoHanagouHbie paboTh)
CIIEIYIOIINX aTaK:

BHECEHHUE HECAHKIIMOHMPOBaHHbIX n3MeHeHui B CK3U u (1) B KOMIIOHEHTHI alllapaTHbIX U
IPOrPaMMBIX CPEJCTB, COBMECTHO ¢ KOTOphIMU mITaTHOGYHKIIMOHKPYIOT CK3U 1 B
COBOKYITHOCTH TIpeicTaBistonue cpeny ¢ynkiuonnpoanus CK3U (nanee - CD), koTopsie
CIIOCOOHBI TIOBIIUATH Ha BbINONIHEHUE NpeabsBisieMbix kK CK3U tpeboBanuii, B TOM 4HcIe C
UCII0JIb30BAHUEM BPEIOHOCHBIX IIPOrPaMM;

BHECEHHME HECAHKIIMOHUPOBAHHBIX U3MeHEeHHH B JokyMeHTanuto Ha CK3U u komnonentst CD;
1) IpoBeJIeHNe aTak Ha dtare skcruryaTaruu CK3U nHa:

MEePCOHANIbHBIE IaHHBIE;

KITIOYEBYI0, ayTeHTU(PHUIMPYIOIIYIO U HaposibHyto nHbopMmaruio CK3H;

nporpammubie komnoHeHTsl CK3U;

anmapaTtHbeie komnoneHTsl CK3U;

nporpamMMHbie KomrnoHeHThl C®D, BKirouas mporpamMmmHoe obecriedenue BIOS;

anmnapaTHble KOMIOHEHTbl CD;

JaHHbIE, IepeaBaeMble TI0 KaHajlaM CBSI3U;

WHBbIE 00BEKTHI, KOTOPbIE YCTAHOBJIEHBI TPU (DOPMUPOBAHUH COBOKYITHOCTH MPEATIOKEHUN O
BO3MOYKHOCTSIX, KOTOPBIC MOTYT HCITOJI30BAThCS P CO3JIAHUH CIIOCOOOB, MMOATOTOBKE H
MIPOBEJICHUH aTaK C y4eTOM MPUMEHIEMBIX B HHPOPMAIIMOHHOW cucTeMe MHPOPMAIIHOHHBIX
TEXHOJIOTHH, anmapaTHbiX cpeAcTB (nanee - AC) u mporpammuoro obecrieuenus (gaiee - [10);
€) MOJIY4eHHE U3 HaXOJSAIINXCS B CBOOOTHOM JOCTYIEe UCTOYHUKOB (BKJIIOYast UH()OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIE CETH, IOCTYI K KOTOPBIM HE OTPaHUYEH OINPEACIICHHBIM KPYTOM JIHII,
B TOM 4Hclie UHHOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHYIO ceTh "MHTepHeT") nHpopmaun 0o

nH(pOpMallMOHHOM cucTeMe, B KoTopoi ucnoinbiyercst CK3U. Ilpu 3ToM MokeT ObITh MOoTydeHa
cieayromias nHpopMmanus:

oOmue cBeneHus 006 nHPOPMALMOHHO cucTeme, B kotopoit ucnons3yercs CK3U (Ha3HaveHue,
COCTaB, OIepaTop, 0OBEKTHI, B KOTOPHIX pa3MeLIeHbl peCypChl HHPOPMALIMOHHON CUCTEMBI);

cBeqieHrs 00 MHGOPMAIIMOHHBIX TEXHOIOTHX, 0a3ax nanHbix, AC, 10, ucnons3yeMbIX B
uH(popMannonHou cucreme copmectHo ¢ CK3U, 3a uckimroueHneM CBEICHUN, COEPIKAIIUXCS
TOJIEKO B KOHCTPYKTOPCKOH JTOKYMEHTAIIMH Ha MH(POPMAITHOHHBIE TEXHOJIOTHH, 0a3bl JJAHHBIX,
AC, T1O, ucnonb3yemsbie B MH(popMarmonHoi cucreme copmectHo ¢ CK3U;

coJepKaHue KOHCTPYKTOpCcKor JokyMeHTanuu Ha CK3U;

CoJIepKaHue HAXOIAIIEHCS B CBOOOTHOM JIOCTYIIEe TOKYMEHTAIIMU Ha anmnapaTHbie U
nporpammubie komnoHeHTsl CK3U u CD;



o01IMe cBeleHus 0 3aIluIaeMoi HHPOPMaIUY, UCIIOIB3YEMOM B IPOIlecce SKCILTyaTalluu
CK3U;

CBEJICHUS O KaHaJlaX CBsI3H, 110 KOTOPBIM mepenarotces 3anmmaemble CK3U nepconanbHble
JTAaHHBIE (J1ajIee - KaHal CBSI3H);

BCE BO3MOJKHBIE JJaHHBIE, IIEpPEJaBacMble B OTKPBITOM BH/JIE 10 KaHaJaM CBSI3U, HE 3alllUIIEHHBIM
OT HECAHKLIMOHUPOBAHHOI'O I0CTYNA K HH(OPMALIMKA OPraHU3aHOHHBIMU U TEXHUYECKUMU
MEpaMu;

cBeZieHHs 000 BCeX MPOSIBIISIFOIIMXCS B KaHAIAX CBSI3H, HE 3alIUIEHHBIX OT
HECAHKIMOHUPOBAHHOTO JOCTYIA K HH(pOpMAIMK OpTraHU3aIUOHHBIMHI M TEXHHYECKUMU
MepaMmH, HapyleHusx npaBui skciutyaraiuu CK3U u CO;

cBeZieHHs 000 BCeX MPOSIBIISIFOIIMXCS B KaHAIAX CBSI3H, HE 3alUIIEHHBIX OT
HECAHKIMOHUPOBAHHOTO JOCTYIA K HH(pOpMAIMK OpTraHU3aIUOHHBIMHI M TEXHHYECKUMU
MepaMHU, HEMCIPABHOCTSX U cO0sx anmapatHbix koMnoHeHToB CK3U u CO;

CBEICHHUS, TTOJTyYaeMbIe B PE3yJIbTaTE aHAIN3a JIFOOBIX CUTHAIOB OT alapaTHbhIX KOMIIOHEHTOB
CK3U u CD;

’K) IPUMCHEHUE:

HaXOJALIMXCS B CBOOOHOM JIOCTYIIE MJIM MCIIOJb3YyEMBbIX 3a MpeeaaMi KOHTPOJIUPYEMON 30HbI
AC u 10, Bxirouas annapaTtHsie U nporpammubie KomnoHeHTsl CK3U u C®;

cnenuainbHo pazpadoranusix AC u I10;

3) UCIIOJIL30BAaHUE HA ATAle SKCILTyaTallii B Ka4eCTBE CPeibl IepeHOca OT CyObEKTa K OObEKTY
(oT 00BeKTa K CYyOBEKTY) aTaku JIEHCTBUM, OCYIIECTBISIEMBIX MPH IMOJATOTOBKE U (MJIH)
MIPOBEICHUU aTaKu:

KaHaJIOB CBA3H, HC 3allIUIICHHBIX OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA K PIH(I)OpMElI.[PIPI
OpTraHHu3allMOHHBIMA U TEXHUYCCKUMH MCPAMMU;

KaHAJIOB PaclpOCTpaHEHUsI CUTHAIOB, conpoBoxaatonux ¢pynkinonuposanne CK3U u CO;

1) MIPOBEICHUE Ha ATaIle SKCITyaTalluu aTaku U3 HHPOPMALMOHHO-TEIEKOMMYHUKAITMOHHBIX
CeTe, JOCTyM K KOTOPbIM HE OIpaHUYEH OMPE/IEIIEHHBIM KPYTOM JIUL, €CJIi HHPOPMAIIMOHHbIE
CUCTEMBI, B KOTOPBIX Hcnionb3ytoTcss CK3U, nMeroT BIXOJ B 3TH CETH;

K) MCIIOJIb30BaHME Ha dTale HKCIUTyaTal[ii HaXOAAILINXCS 3a Mpe/iellaMi KOHTPOIMPYEMO 30HbI
AC u 10 u3 cocrasa cpencTB HH(POPMALMOHHON CUCTEMBI, IPUMEHSIEMBIX Ha MECTaxX
skcruryaranuu CK3U (nanee - mraTHble cpeicTBa).

11. CK3MU knacca KC2 npumeHnsitoTes A1 HEUTpalu3aluu aTak, Ipy CO3JJaHUU CIIOCO0O0B,
MOJFOTOBKE U MPOBEACHUH KOTOPHIX UCIIOIB3YIOTCS BO3MOKHOCTH U3 YHCIIAa IEPEUNCIIEHHBIX B
nyHKTe 10 HacTosIIEro JOKyMEHTa U HE MEHEE OHON U3 CIENYIOIINX JTONOJHUTEIBHBIX
BO3MO>KHOCTEM:

a) MMPOBCACHUC aTAKU IMPU HAXOKIACHUHA B IIPEACITIaAX KOHTpOJ]I/IpyeMOﬁ 30HBI;



0) npoBenenue atak Ha yTane >kcruryatanu CK3U Ha cnenyromye o0beKThI:
nokymenTaiuio Ha CK3U u komnonentsl CO.

[TomeneHus1, B KOTOPBIX HAXOJUTCSI COBOKYITHOCTh IIPOIPAMMHBIX M TEXHUUECKHUX HJIEMEHTOB
cucTeM 00pabOTKHU JIaHHBIX, CIOCOOHBIX (DYHKIIMOHUPOBATh CAMOCTOSATENBHO UJIM B COCTaBE
npyrux cucreM (panee - CBT), Ha koTopsix peanu3oBanbl CK3U u CO;

B) [OJIYYEHHUE B paMKax MPEIOCTABICHHBIX MOJHOMOYHUH, & TAKXKE B pe3yJIbTaTe HAOIFOICHUI
crenyroliel nHhopMaIuu:

CBEJICHUI 0 PU3NUECKUX MEpPaX 3alUTHl 00bEKTOB, B KOTOPHIX Pa3MEILICHBI PECYPCHI
MH(POPMALIMOHHON CUCTEMBI;

CBEICHHI 0 Mepax 10 00ECIeUeHUI0 KOHTPOIUPYEMOI 30HbI 00BEKTOB, B KOTOPHIX Pa3MeEIIeHbI
pecypchl THGOPMAITMOHHON CHCTEMBI;

CBEJICHUI 0 Mepax M0 pa3rpaHuyeHuto noctyna B [lomemenus, B kotopsix Haxonarcs CBT, Ha
koTopbix peanuszoBanbl CK3U u CO;

') UCTIOJIb30BaHME IMITATHBIX CPECTB, OTPAHUYCHHOE MEpPaMH, PEaIn30BaHHBIMH B
nH(pOpPMaILIMOHHOH cucTeMe, B KoTopoii ucnomnszyercss CK3U, u HanpaBieHHBIMH Ha
MPEIOTBPALIEHUE U IPECEUCHUE HECAHKIIMOHUPOBAHHBIX JCHUCTBHIA.

12. CK3U knacca KC3 npuMeHstoTCs JUTsl HEUTpalu3aliy aTak, Ipyu CO31aHUU CIIOCO00B,
MOATOTOBKE U MTPOBEJACHUHN KOTOPBIX UCIIOJIB3YIOTCS BO3MOKHOCTH U3 YUCIIA IEPEYUCIICHHBIX B
nyakTax 10 u 11 HacTosmero 10KyMeHTa U He MEHEE OJHOU U3 CICAYIONINX TIOMOJIHUTEIbHBIX
BO3MOXKHOCTEM:

a) ¢usnueckuit focryn Kk CBT, Ha koTophix peanu3oBanbl CK3U u CO;

0) BO3MOXXHOCTB pacmoiiarath anmnapaTrHbiMu komnoneHTamu CK3U u CO, orpannueHHas
MepaMH, peaTu30BaHHBIMU B WH(OPMAIIMOHHON cucTeMe, B KoTopoii ucnonszyetrcss CK3U, u
HaIpaBJIECHHBIMHU Ha MPEIOTBPAILICHUE U TPECEYCHUE HECAHKIIMOHUPOBAHHBIX JIEHCTBHIA.

13. CK3U knacca KB npuMeHStOTCs 1J1s1 HEUTpaTu3aluy aTak, Mpy CO3/IaHuU CITIOCO0O0B,
MOATOTOBKE U MPOBEJACHUHN KOTOPBIX UCIIOJIB3YIOTCS BO3MOKHOCTH U3 YUCIIA IEPEYNCIICHHBIX B
nyHkTax 10 - 12 HacTosIIero T0KyMeHTa U HE MEHEee OJTHOM U3 CIEAYIOIINX JOMOTHUTETBHBIX
BO3MOXHOCTEM:

a) CO3/1aHue CIIOCO0O0B, MOATOTOBKA U IPOBE/ICHUE aTaK C IPUBIICYEHUEM CIIELIUATUCTOB B
00J1aCTH aHaIM3a CUTHAJIOB, conpoBoxaatoux GpyHkiuonupoanue CK3U u CD, u B obnactu
MCIIOJIb30BaHUs JJIs peaiu3allii aTak HeIOKYMEHTHPOBAHHBIX (HEAEKIapUPOBAaHHBIX)
BO3MOXKHOCTEH npukiaaHoro I10;

6) npoBenenue nadopaTopHbix uccaenoBanuii CK3U, ncnosiap3yeMbIx BHE KOHTPOJIUPYEMO
30HBI, OTPAHUUYEHHOE MEPAMHU, PEATU30BaHHBIMU B MH()OPMALIMOHHON CUCTEME, B KOTOPOI
ucnoiassyercst CK3U, u HanpaBJIeHHBIMM Ha IPEOTBPALICHUE U IPECEUEHUE
HECAaHKI[MOHNPOBAHHBIX JICHCTBU;

B) NPOBEJICHHUE PabOT M0 CO3JaHHIO CIIOCOOOB M CPEJCTB aTaK B HAYYHO-UCCIIEAOBATENbCKUX
LEHTpax, clienuanu3upyronuxcs B ooiaactu pazpadotku u ananuza CK3U u CO, B Tom uucie ¢



HUCIIOJIB30BAHUEM UCXOAHBIX TEKCTOB BXOAAIICTO B Co MPUKIIAAHOTO HO, HCIMOCPCACTBCHHO
WCITOJTB3YIOMIETO BBI30BHI TporpaMmMHbIX GyHkmuii CK3U.

14. CK3U knacca KA npuMeHSIOTCS 1JIsi HEUTpaIu3allK aTak, Py CO3/IaHuU CITIOCO0O0B,
MOATOTOBKE U MPOBEJACHUHN KOTOPBIX UCIIOJIb3YIOTCS BOBMOXKHOCTH U3 YMCJIA IEPEUUCIICHHbBIC B
nyHkTax 10 - 13 HacTosIIero JOKyMeHTa 1 He MEHE€ OJTHOM U3 CIEAYIOUIUX JOMOJHUTEIbHBIX
BO3MOXKHOCTEIA:

a) co3JjaHue CIIOCOOOB, MOATOTOBKA U MTPOBEICHUE aTaK C MPUBJICYCHUEM CIICIIUAIICTOB B
00J1aCTH UCITOJIB30BAHUS JUISl peaTU3alliK aTaK HeJOKYMEHTHPOBAHHBIX (HEIEKJIapUPOBAHHBIX )
BO3MOKHOCTEH cuctemuoro 110;

0) BO3MOXHOCTb pacIoiaratb CBEICHUSAMH, COJAEPKALUMHUCA B KOHCTPYKTOPCKOM
JIOKYMEHTAIlMU Ha aIapaTHbIe U IPOrpaMMHbIE KOMITIOHEHTBI CD;

B) BO3MOYKHOCTb pacroJjaraTe BceMu anmnapaTHbiMu komnonentamu CK3U u CO.

15. B poriecce popMUpoBaHUs COBOKYITHOCTH MPEITOIOKEHUNA O BO3ZMOKHOCTSX, KOTOPHIE
MOTYT HCIIOJIb30BAThCA MIPH CO3JJaHUH CIIOCOOOB, MOATOTOBKE U MIPOBECHUH aTakK,
JIOTIOJTHUTEILHBIE BO3MOXKHOCTH, HE BXOIAIIME B YUCJIO NIEPEUHUCIIEHHBIX B myHKTax 10 - 14
HACTOSAIIETO TOKYMEHTA, HE BIMSIIOT Ha MOPSAIOK orpenenenus Tpedyemoro kiacca CK3MU.

I11. CocTaB u coepkaHue OPraHU3AUMOHHBIX U TEXHUYECKUX MepP, He0OXOAUMBIX /1JIl
BbINIOJIHEHHS YcTaHOBJIeHHBIX [IpaButenbcTtBom Poccniickoii @enepannu TpedoBaHni K
3alUTe MEePCOHATbHBIX JAHHBIX I 3 YPOBHS 3alIUIEHHOCTH

16. B cootBercTBUM ¢ TyHKTOM 14 TpeGoBaHMii K 3aIIUTE IEPCOHATBHBIX JAHHBIX IS
obecrnieueHus 3 ypOBHSI 3aIIMIICHHOCTH MEPCOHATBHBIX JAHHBIX IPU UX 00pabOTKe B
WH(OPMAIIMOHHBIX CHCTEMaX MOMHMO BEHITIOJTHEHHS TPEOOBAHUH, MPEAYCMOTPEHHBIX ITYHKTOM 5
HACTOSAIIETO TOKYMEHTa, HE0OOXOIUMO BBITIOJTHEHHE TPEOOBAaHUS O HA3HAYEHUH JIOJKHOCTHOTO
nuna (paboTHUKA), OTBETCTBEHHOTO 3a 0OecTieueHre 0€30MacHOCTH MePCOHANIbHBIX JTAHHBIX B
UH(POPMALIMOHHOM cUCTEME.

17. J1ns1 BeIONIHEHUS TPEOOBAHMS, YKa3aHHOTO B MyHKTE 16 HACTOAIIETO TOKYMEHTA,
HEe0OX0IMMO Ha3HAaUeHUE 00J1aJal0IIEro JOCTAaTOYHLIMIA HAaBBIKAMH JOJKHOCTHOTO JIUIIA
(paboTHUKA) orepaTopa OTBETCTBEHHBIM 3a o0ecreueHrne Oe30MacHOCTH MePCOHATBHBIX TAHHBIX
B MH(OPMALIMOHHON CHCTEME.

18. [lyis1 BeIOTHEHUSI TPEOOBAaHUS, YKA3aHHOTO B MOAMYHKTE "I MyHKTa 5 HACTOSILErO
JIOKYMEHTa, HE00X0AMMO BMECTO MEPHI, MPEAYCMOTPEHHOM MOAITYHKTOM "B" myHKTa 9
HACTOSILEro IOKyMEHTa, UCIOJIb30BaTh /s obecneueHust TpeOyeMoro ypoBHs 3alllUIIEHHOCTH
NEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKe B MHPOPMAIIMOHHON cucTeMe:

CK3MU kinacca KB u BbilIe B ciyyasix, Koraa Juist HHQOPMAaIlMOHHONW CUCTEMbI aKTyaJIbHBI
yrpo3sl 2 TUNA;

CK3MU kinacca KC1 u Bbilie B ciyyasix, Korjaa Juist HHQOpPMallMOHHONW CUCTEMBI aKTyaIbHBbI
yrpo3sl 3 TuIa.

IV. Cocrtas u conep:kaHne OPraHM3aNMOHHBIX U TEXHHYECKHX Mep, He00X0AMMBIX 1JIs1
BBIINIOJIHEHH S ycTaHOBJIeHHBIX IIpaBuTenscrBom Poceniickoii @enepanun TpebOBaHNN K
3aIMTe MEePCOHATbHBIX JAHHBIX /ISl 2 YPOBHS 3aIIUIIIEHHOCTH



19. B cootBercTBUM ¢ TyHKTOM 15 TpeGoBaHwMii K 3aIUTe EPCOHATBHBIX JAHHBIX IS
obecrieueHus 2 ypoBHS 3alIMIIEHHOCTH TIEPCOHATIBHBIX IAHHBIX MPU UX 00pabOTKe B
WH(OPMAIIMOHHBIX CHCTEMaX MOMHUMO BBHITIOJTHEHHS TPEOOBAaHUH, MPEAYCMOTPEHHBIX TYHKTAMU
5 u 16 HacrosIero T0KyMeHTa, HEOOXOAMMO BBINOJIHEHHE TPEOOBAHUS O TOM, YTOOBI OCTYII K
COJICPKAHUIO AIEKTPOHHOTO KypHaJla COOOIIEHU OBLT BO3MOXEH UCKITFOUUTEIBHO JIIS
JOJIKHOCTHBIX JIUL (paOOTHUKOB) OllepaTopa Wil YHOJTHOMOYEHHOIO JIMIA, KOTOPBIM CBEACHHUS,
coJiepKalrecs B yKa3aHHOM JKypHaJie, HeOOXOAUMBI [T BBITIOJIHEHUS CIYKEOHBIX (TPYIOBBIX)
o0s13aHHOCTEH.

20. 115 BeITTOTHEHUST TPEOOBaHMsI, YKa3aHHOTO B IMTyHKTE 19 HacTosIero J0KyMeHTa,
HE00X0UMO:

a) YTBEpXKJICHUE PYKOBOJIUTEIIEM OIEpaTOpa CIUCKA JIUII, TOMYIIEHHBIX K COJCPKAHUIO
AIEKTPOHHOTO XypHaJla COOOIEHUH, U MOAJIep>)KaHue YKa3aHHOTO CIIHUCKA B aKTYaJlIbHOM
COCTOSIHUH;

0) obecrieuenne MHHOPMALIMOHHON CUCTEMbI aBTOMAaTU3UPOBAHHBIMU CPEJICTBAMH,
PETUCTPUPYIOIIMMHE 3aIIPOCHI MOJIb30BaTeNei HH(OPMAIIMOHHON CUCTEMBI Ha TIOJTY4YEeHUE
MEPCOHANBHBIX JAaHHBIX, & TaKXkKe (PaKThl MPEIOCTABICHUS IEPCOHAIBHBIX JAHHBIX O ATUM
3arpocam B AIEKTPOHHOM XKypHaJle COOOLIEHU;

B) oOecrieueHrne NHPOPMAITMOHHON CHCTEMbI aBTOMATH3UPOBAHHBIMH CPEICTBAMU,
UCKJTIOYAIOIIMMHU JOCTYII K COACPKAHHUIO JIEKTPOHHOTO JKypHaja COOOIIeHHH U1, He
YKa3aHHBIX B YTBEPKICHHOM PYKOBOJUTEIEM OIlEpaTopa CIUCKE JUL, TOMYIIEHHBIX K
COJIEPKaHUIO IEKTPOHHOTO KypHaJla COOOIIEHUIH;

r) o0ecrieyeHre NePUOIMIECKOr0 KOHTPOJIS pabOTOCIIOCOOHOCTH YKa3aHHBIX B IMMOAIYHKTaxX "0"
u "B" HaCTOSAIIETO MyHKTAa aBTOMAaTU3UPOBAHHBIX CPEICTB (HE pexke 1 paza B mosirona).

21. Jlns BeIONHEHUS TpeOOBaHUS, YKa3aHHOTO B MOJAMYHKTE "I MyHKTa 5 HACTOSIIETO
JIOKYMEHTa, HE00X0AUMO BMECTO Mep, MPEyCMOTPEHHBIX MOAIYHKTOM "B" MMyHKTa 9 U MyHKTOM
18 HacToAIIero JOKYMEHTa, UCIIOIb30BaTh /i 00ecTedeHus: TpeOyeMoro ypoBHs
3alMIIEHHOCTH EPCOHAIBHBIX JIaHHBIX IPU UX 00paboTKe B MH(OPMAIIMOHHON crucTeMeE:

CK3MU kinacca KA B ciyyasx, korja s ”HPOPMAIIMOHHOM CUCTEMBI aKTyallbHbI YIpo3bl 1 THMA;

CK3MU kinacca KB u BbilIe B ciyyasix, Koraa Juist HHQOPMAaIlMOHHONW CUCTEMBI aKTyaJIbHBI
yrpo3sl 2 THIA;

CK3MU kinacca KC1 u BbllIe B ciayyasix, Korjaa i HHGOPMallMOHHON CUCTEMbI aKTyaJIbHBI
yrpo3sl 3 TuIa.

V. Cocras u coaep:kaHue OPraHM3aHOHHBIX H TEXHHYECKHX Mep, He00X0AMMBbIX 1JIsl
BBIINIOJIHEHHS ycTaHOBJIeHHBIX IIpaBuTenscrBom Poccniickoii @enepanun TpeGOBaHNN K
3alIMTe MEePCOHATbHBIX JAHHBIX 1JIs1 1 YPOBHS 3a1UIIIEHHOCTH

22. B cooTBeTCTBUH € MyHKTOM 16 TpeGoBaHuil K 3alIMTE IEPCOHAIBHBIX JaHHBIX JUIS
oOecrieyeHus | ypoBHsI 3alIUIIEHHOCTH MIEPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MOMHUMO BBINIOJHEHHS TpeOOBaHUH, MPEAYCMOTPEHHBIX TYHKTaMU
5, 16 u 19 Hacrodmero JOKyMeHTa, HEOOXOMMO BBIIIOJTHEHUE CIIEAYIOIINUX TPEOOBaHUMA:



a) aBTOMAaTHYECKasi perucTpanus B 3JEKTPOHHOM XKypHaje 0€30MacHOCTH U3MEHEHUS
MIOJTHOMOYHH COTPYIHHUKA OTIEPaTOpa MO TOCTYIy K HEepCOHAIBHBIM JaHHBIM, COAEPIKAIIMCS B
UH(POPMALIMOHHON CUCTEME;

0) co3aHue OTJEIBHOTO CTPYKTYPHOTO MO/Ipa3AeiieHHs, OTBETCTBEHHOTO 3a 0OecreueHue
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX B HH()OPMAIIMOHHOHN CUCTEME, JINOO BO3JIOKEHHE €ro
(GyHKUIMH HAa OJTHO U3 CYHIECTBYIOIIUX CTPYKTYPHBIX MOIPA3ICIICHUI.

23. ]l BBINOJIHEHHS TPEOOBAaHUS, YKa3aHHOTO B OAITYHKTE "a" mMyHKTa 22 HACTOSIIETO
JIOKYMEHTa, HE0OXO0JUMO:

a) obecrnieueHre HHPOPMALMOHHOMN CHCTEMbI AaBTOMAaTU3UPOBAHHBIMU CPEJICTBAMH,
NO3BOJISIOIIMMYI aBTOMATUYECKHU PETUCTPUPOBATE B 3JIEKTPOHHOM JKypHajie 0€30acHOCTH
WU3MEHEHUS ITOJIHOMOYMM COTPYIHUKA OIlepaTopa I10 JOCTYILY K IIEPCOHAIBHBIM JAHHBIM,
coJiepKalmMcs B HHGOPMALIMOHHOM cUCTEME;

0) oTpakeHHe B 3JIEKTPOHHOM XXypHaJie 0€30MIaCHOCTH IMOJTHOMOYHI COTPYAHUKOB OIEpaTopa
MEPCOHAJIBHBIX JAHHBIX IO JOCTYIY K ICPCOHAJIBHBIM JaHHBIM, COACPKAIIUMCA B
UH()OPMAIIMOHHON CHCTEME. YKa3aHHBIE TIOJIHOMOYHS JOJDKHBI COOTBETCTBOBATh JOJKHOCTHBIM
00513aHHOCTSIM COTPYIHUKOB OIIEPaTOpa;

B) Ha3HAYCHUE OIEPATOPOM JIUIIA, OTBETCTBEHHOT'O 32 MEPHOAMYECKUI KOHTPOIIb BEICHUS
AJIEKTPOHHOTO JKypHaja 0€30IaCHOCTH U COOTBETCTBHS OTPAKEHHBIX B HEM ITOJIHOMOYHIA
COTPYAHHUKOB OIEpaTOpa UX JTOJHKHOCTHBIM 00sI3aHHOCTAM (HE pexe 1 pa3a B Mecs).

24. JIns BBINONHEHUS TPeOOBaHMS, YKa3aHHOTO B OJAMYHKTE "0" MyHKTa 22 HACTOAIIETO
JIOKYyMEHTa, HEOOXO0IUMO:

a) IIPOBECTH aHAJIN3 11EIECO00PAa3HOCTH CO3aHMsI OTACIBHOTO CTPYKTYPHOTO HOAPA3IeICHUS,
OTBETCTBEHHOTO 3a oOecrieyeHrne 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX B MH(OpManOHHON
CHCTEME;

0) co3ath OTACIBHOE CTPYKTYPHOE MOIPa3/IeICHIE, OTBETCTBEHHOE 3a 00ecreueHre
0€30MacHOCTH MEePCOHATIBHBIX TJAHHBIX B MHPOPMAIIMOHHON cucTeMe, THO0 BO3TOKHUTH €T0
(GYHKIIMM HAa OHO U3 CYHIECTBYIOIIUX CTPYKTYPHBIX MOAPA3ACICHUMN.

25. ]l BBINOJIHEHUS TPeOOBAaHUS, YKa3aHHOTO B IOAMYHKTe "a" MyHKTa 5 HACTOSIIEro
JIOKYMEHTa, JiJIsl o0ecrieueHust | ypoBHS 3alIUIIEHHOCTH HEO0XO0IUMO:

a) obopynoBaTh okHa [Tomeniennii, pacroyioxKeHHbIE Ha TEPBHIX U (MJTH) MOCIETHUX dTaxax
3/1aHMM, a Takke okHa [loMmeliennii, HaxoagIuecs OKOJIO0 MOXKAPHBIX JIECTHUL] U IPYTUX MECT,
OTKYJa BO3MOKHO IPOHUKHOBCHUEC B HOMGHIGHI/I?[ MMOCTOPOHHHUX JIUL, MCTAJNIMYCCKUMU
pElIeTKaMU UJIU CTaBHAMM, OXPAHHOM CUTHAJIM3ALUEN WM IPYTUMHU CPEACTBAMHU,
MPEIMATCTBYIOIIUMH HCKOHTPOJIIMPYEMOMY ITPOHUKHOBCHUIO ITIOCTOPOHHUX JIUI[ B TIOMCIICHUSA

0) ob6opynoBath okHa U 1BepH [loMerieHnii, B KOTOPBIX pa3MelleHbl cepBepbl HHPOPMAIIMOHHOM
CHCTEMBI, METAJUNTMYECKUMH PEIIeTKaMH, OXPAHHOW CUTHAIM3ANNEH HITH JPYTUMH CPEICTBAMH,
NPENATCTBYIOIIMMHU HEKOHTPOJIMPYEMOMY IPOHUKHOBEHHUIO IIOCTOPOHHUX JIUI] B TOMEILICHHS.

26. 114 BINOJIHEHUS TPEOOBAHUS, YKa3aHHOTO B OIMYHKTE "T"" MyHKTa 5 HACTOAIIETO
JIOKYMEHTa, HE0OX0AMMO BMECTO Mep, MPEyCMOTPEHHBIX MOAIYHKTOM "B" MyHKTa 9, mMyHKTaMH



18 1 21 Hacrosero TOKyMEeHTa, HCIIOJIb30BaTh I 00eceyeHus TpeOyeMoro ypoBHs
3alIMIEHHOCTH IEPCOHANBHBIX JaHHBIX ITPU UX 00pabOTKe B MHPOPMALIMOHHON CHUCTEME:!

CK3U xnacca KA B ciyqasix, korja i HHQOPMaIMOHHON CUCTEMBI aKTyallbHBI YIpo3bl 1 THMa;

CK3U xnacca KB u BbIle B cimyyasx, Koraa Juisi HHGOPMAIIMOHHON CHCTEMBI aKTyaJIbHbBI
yrpo3sl 2 TuIa.

! Cobpanue 3akonooamenvcmea Poccutickoti @edepayuu, 2012, N 45, 6257.
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K smanam srcuznennoeo yuxna CK3U omnocames paspabomka (MmooepHuzayust) yKa3auHvix
cpedcms, ux npouzso0Ccmeo, Xparenue, mpaHcnopmuposKd, 6600 8 IKCIILYAMAYUIO
(nyckoHanaodouHvle pabomul), SKCHIYAMayus.

3 y . .

I panuyeti KOHMPOIUPYEMOTL 30HbL MO2YM ObLMb NEPUMEMP OXPAHAEMOU MePPUMOPUL
npeonpusmust (Yupercoens,), 0epaxicoaroujue KOHCMpYyKYyuu OXpausaemo2o 30aHus, OXpanaemo
yacmu 30anusl, 8bl0EIEHHO20 NOMEUJeHUsL.

Marepuan ony0aukoBaH 1o aapecy: http://www.rg.ru/2014/09/17/zashita-dok.html



